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Strategies of focus 
• Promote public confidence 
• Ensure servicewide integrity 
• Improve awareness 

- educate the public 
- educate employees 
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Common Identity Theft Methods 

• Dumpster diving 
• Skimming 
• Phishing 
• E-file phishing sites 
• Stealing 

IRS Phishing Statistics 

* As of April 24, 2009 
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Other ID Theft Threats 

• Evolving cyberspace threats 
• Social networking sites 
• Mobile telephones 

Fraudulent IRS Internet Site 
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Official IRS.gov Internet Site 

Fraudulent e-file Internet Site 
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From: service@irs.gov
Date: 4/18/2008 12:32:00 PM
Subject: Get 2008 Economic Stimulus Refund ( $1800 ) 

• Over 130 million Americans will receive refunds as part of President 
Bush program to jumpstart the economy. 

• Our records indicate that you are qualified to receive the 2008
Economic Stimulus Refund. 

• The fastest and easiest way to receive your refund is by direct deposit 
to your checking/savings account. 

• Please click on the link and fill out the form and submit before April 
18th, 2008 to ensure that your refund will be processed as soon as 
possible. 

• Submitting your form on April 18th, 2008 or later means that your 
refund will be delayed due to the volume of requests we anticipate for 
the Economic Stimulus Refund. 

• To access Economic Stimulus Refund, please click here. 

• Link pointed to: http://forty-two.info/msm/install/templates/.www.irs.gov/get-
refund/irfofgetstatus.htm 

Identity Protection Specialized Unit 
800-908-4490 

• Verify taxpayer identity and identity theft 
• Self-report identity theft before it affects tax 

accounts 
• Self-report incidents of identity theft due to 

compromise of PII 
• Resolve existing tax account identity theft 

issues 
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IRS Identity Protection Strategy 
• Track taxpayers who currently have tax 

problems related to ID theft 
• Track taxpayers who report ID theft to IRS 

with no current ID theft tax problems 
• Assist in distinguishing legitimate returns 

from fraudulent returns 
• Track ID theft, refund crime and phishing 

victims 

Focus of Identity Theft Strategy 

• Victim assistance 
• Outreach  
• Prevention 
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Protect Your Identity 

• Social Security numbers 
• Account numbers 
• Access codes 
• Personal data 
• Credit report 
• Bills and financial statements 

Recommended IT Practices 

• Install antivirus tools 
• Be aware of suspicious e-mails 
• Protect laptops and PDAs 
• Implement a plan for disaster recovery 

continuity of operations 
• Develop IT security policies 
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Report Phishing Scams 

• Avoid opening attachments 
• Avoid clicking on links 
• Forward messages or Web site URL to  

phishing@irs.gov 

Take Action if You are a Victim 
• Contact financial institutions 
• Contact credit bureaus 

– Equifax: www.equifax.com 
– Experian: www.experian.com 
– TransUnion: www.transunion.com 

• File a police report with local law 
enforcement 

• Contact the Federal Trade Commission:  
www.ftc.gov/bcp/edu/microsites/idtheft/ 
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Resources 
• Internet sites 

– IRS.gov, Search id theft or phishing 
– www.onguardonline.gov 
– www.us-cert.gov 
– www.annualcreditreport.com 
– www.SSA.gov 

• Call  
– Taxpayer Advocate Service at 877-777-4778 
– IRS Identity Protection Specialized Unit at 

800-908-4490 
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